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An important feature of digital signatures is to serve as non-repudiation evidence. To be 
eligible as non-repudiation evidence, a digital signature on an electronic document should 
remain valid until its expiry date which is specified by some non-repudiation policy. As 
signature keys may be compromised and the validity of signatures may become 
questionable, additional security mechanisms need to be imposed on digital signatures. 
This paper examines the mechanisms for maintaining the validity of ... 
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Digital Signature (DS) technology may be employed to produce legally enforceable 
signatures in Electronic Data Interchange (EDI) among computer users within the same 
general guidelines and requirements as those developed for handwritten signatures on 
paper. Digital signature technology promises assurance at least equal to written 
signatures. From a legal standpoint, this assurance remains to be tested in the 
evidentiary process. Business policies for organizational use of this technology ar ... 
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The existing digital data authentication methods are able to detect tampered regions, but 
are too fragile to resist incidental distortions. This paper will present a new digital 
signature scheme for image authentication by making use of image content (in the 
wavelet domain). Based on this concept, a structural digital signature (SDS) is 
constructed. SDS is a signature that can be used to judge whether an incoming 
modification is incidental or malicious. When the structure of an ... 
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A fair exchange protocol allows two users to exchange items so that either each user gets 
the other's item or neither user does. In [2], verifiable encryption is introduced as a 
primitive that can be used to build extremely efficient fair exchange protocols where the 
items exchanged represent digital signatures. Such protocols may be used to digitally sign 
contracts.This paper presents new simple schemes for verifiable encryption of digital 
signatures. We make us ... 
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knowledge, public-key cryptography, verifiable encryption 



Business: The 8th layer: Will the digital signature transform e-commerce? 
Kate Gerwig 

September 2000 netWorker, volume 4 issue 3 
Publisher: ACM Press 

Full text available: P | pdf(502.72 KB) ..... ... v . . + 

•Nr ' „ ^ , ' Additional Information: full citation , index terms 
jjj] htmi( 13.80 KB) 



The digital signature standard 

CORPORATE NIST 

July 1992 Communications of the ACM, volume 35 issue 7 
Publisher: ACM Press 

Full text available: "p?! pdf(3.12 MB) Additional Information: full citation , references , citings , index terms 



http://portal.acm.org/resultsxfm?CFro-60063722&CFTOKEN=36465034&adv=l&COLL. 



11/11/05 



Results (page 1): -^digital ^signature MPEG PCR 



Page 3 of 6 



8 A method for obtaining digital signatures and public-key crvptosvstems 
^ R. L. Rivest, A. Shamir, L. Adleman 

^ February 1978 Communications of the ACM, volume 21 issue 2 
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An encryption method is presented with the novel property that publicly revealing an 
encryption key does not thereby reveal the corresponding decryption key. This has two 
important consequences: (1) Couriers or other secure means are not needed to transmit 
keys, since a message can be enciphered using an encryption key publicly revealed by the 
intented recipient. Only he can decipher the message, since only he knows the 
corresponding decryption key. (2) A message can be "signed" ... 

Keywords: authentication, cryptography, digital signatures, electronic funds transfer, 
electronic mail, factorization, message-passing, prime number, privacy, public-key 
cryptosystems, security 
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This paper introduces four new digital signature schemes for computer communication 
networks. These involve one or more arbitrators who validate and authenticate messages 
and signatures without having access to the actual contents of the messages. 

Keywords: Arbitration, Cryptology, Digital signature 
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Full text available: m l pdf(1.19 MB) 

^ terms 

Digital signature schemes are a fundamental tool for secure distributed systems. It is 
important to have a formal notion of what a secure digital signature scheme is, so that 
there is a clear interface between designers and users of such schemes. A definition that 
seemed final was given by Goldwasser, Micali, and Rivest in 1988, and although most 
signature schemes used in practice cannot be proved secure with respect to it, they are 
all built so that they hopefully fulfil it, e.g., by the i ... 

13 Pseudo-random testing and signature analysis for mixed-signal circuits 
Chen-Yang Pan, Kwang-Ting Cheng 

December 1995 Proceedings of the 1995 IEEE/ACM international conference on 
Computer-aided design 

Publisher: IEEE Computer Society 
Full text available: P |pdf(88.30 KB) 

Additional Information: full citation , abstract , references , index terms 

W Publisher Site 

In this paper, we address the problem of functional testing of mixed-signal circuits using 
pseudo-random patterns. By embedding the linear, time-invariant (LTI) analog circuit 
between a digital-to-analog converter (DAC) and an analog-to-digital converter (ADC), we 
can model the analog and converter circuitry as a digital LTI system and test it using the 
pseudo-random vectors. We give mathematical analysis and formulate the pseudo- 
random testing process as the linear transformation of a random pr ... 

Keywords: Pseudo-Random Testing, Random Process, Signature Analysis, Impulse 
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A new digital multisignature scheme using bijective public-key cryptosystems that 
overcomes the problems of previous signature schemes used for multisignatures is 
proposed. The principal features of this scheme are (1) the length of a multisignature 
message is nearly equivalent to that for a singlesignature message; (2) by using a one- 
way hash function, multisignature generation and verification are processed in an efficient 
manner; (3) the order of signing is not restricted; and (4) this s ... 

17 Simple forward-secure signatures from any signature scheme 
Hugo Krawczyk 

^ November 2000 Proceedings of the 7th ACM conference on Computer and 
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18 Preserving digital information forever Q 

# Andrew Waugh, Ross Wilkinson, Brendan Hills, Jon Dell'oro 
June 2000 Proceedings of the fifth ACM conference on Digital libraries 

Publisher: ACM Press 

Full text available: ^ pdf( 11 5. 99 KB) Additional Information: full citation , abstract , references , index terms 

Well within our lifetime we can expect to see most information being created, stored and 
used digitally. Despite the growing importance of digital data, the wider community pays 
almost no attention to the problems of preserving this digital information for the future. 
Even within the archival and library communities most work on digital preservation has 
been theoretical, not practical, and highlights the problems rather than giving solutions. 
Physical libraries have to preserve information ... 
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This paper proposes a compact and fast hybrid signature scheme that can be used to 
solve the problem of packet source authentication for multicast. This scheme can be 
viewed as an improvement to off-line/on-line signature schemes, in that the signature 
size overhead is much smaller. Since this is a generic technique, it should have 
applications to several other practical problems as well. 

20 Meta-EIGamal signature schemes Q 
Patrick Horster, Holger Petersen, Markus Michels 

November 1994 Proceedings of the 2nd ACM Conference on Computer and 
communications security 

Publisher: ACM Press 
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There have been many approaches in the past to generalize the EIGamal signature 
scheme. In this paper we integrate all these approaches in a Meta-EIGamal signature 
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scheme. We also investigate some new types of variations, that haven't been considered 
before. By this method we obtain in our example settings numerous variants of the 
EIGamal scheme. From these variants, we can extract new, highly efficient signature 
schemes, which haven't been proposed before. As an example, we present efficie ... 
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